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AHHOTALIMSA

B AOKYMCHTC IIPUBCACHBI CBCIACHUSA HGO6XOI[I/IMBIG Il YCTAHOBKM MW SKCILTyaTallun

komrnoHeHTa «PLsPgSQL» (nanee no tekcty — «xommnoHeHT» 0o «PLsPgSQL»).

Hacrosiee pykoBOACTBO MpeaHA3HAUEHO A1 aIMUHUCTPATOPOB CHUCTEM YIPABICHUS

6azamu naHHbIX (CYB/).
Anvmuanctparop CYB/I «Jatoba» nomken nmets HaBbiku 1o padore ¢ CYBJ PostgreSQL

i 3amuiennoit CYB/] «Jatoba» (OOO «I'azurdopmcepBucy).

@ Bce npumeps! B gannom pokymente npuBeaensl st CYB/ «Jatobay Bepcum smpa
5.X, Ul ApyruX BEPCUM BCE IIarv BBINOJHAIOTCS aHAJIOTMYHO, Pa3HHUIA COCTOUT B

MMEHAX JTUPEKTOPUM.

Hanpumep, CYB]J] «Jatoba» Bepcum 4.X 1O yMONTYaHUIO YCTaHABJIWBAETCS B

mupexToputo OC Linux — «/usr/jatoba-4/biny.

s CYBJ] «Jatobay Bepcuii 4/5/6/18 ucnonb3yercst Bepcust komnonenta — 2.0.

o Baxknas unpopmanus
Jns ceprudunupoBanHoit Bepcun CYB/] «Jatoba» moanepsxuBaeTcst paboTa TOIBKO

Ha OC, yka3aHHBIX B (JOpMYJIsipe HA TOCTaBKY!

CreneHu BaXXHOCTH HpHMC‘-I&HHfI, IMPUMCHACMBIC B JIOKYMCHTC!

o Baxnas undopmanus — ykazanus, TpeOyrouue ocoooro BHUMaHMs

@ JlonosiHUTeIbHAsE HH(pOPMAaNUs — YKa3aHMsI, IO3BOJISIIOIIME YIIPOCTUTH paboTy ¢

U31eIINEM

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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1. HASBHAYEHHUE KOMIIOHEHTA

PL/spgSQL — mpouenypusiii s3pik  PL/pgSQL ¢ gonmomHUTENsHBIMH — (YHKIHUSAMU

0€30I1aCHOCTH.

Pactmmpenne PL/spgSQL no6asnser B CYB/] HOBBIN 361K plspgsql, obecnieunBaromnimii

Pa3pabOTYHKY JOTOIHUTENbHbBIE (PYHKIIMU 0€30MaCHOCTH MPHU CO3JaHUH XPAHUMBIX MPOLIETYD.

B cocraB CYB]] «Jatoba» Bxitouena yruinura o0dyckaruu wplpgsql, kotopasi co3maer B

dst-dir 06¢gycuupoBanHyro Bepcuto src-dir ¢ 3ameHoi nporeayp u GpyHkuii ¢ s3bika ‘plpgsql' Ha

'plspgsql'.

Yrunura o6dyckanuu ucnonszyeT cepBepHyto yactb CYB]] s o0dyckanmm oTaenbHbIX

SQL-koman1.

1.1. YcioBus npuMeHeHHs

Komnonent «PLsPgSQL» moxet ucnons3oBatscst coBmecTHo ¢ CYB/] «Jatobay Bepcwmii 1.x

—4.x u Bbiie B OC, yka3zanHbIX B Tabnuie 1.1.

Tabnuna 1.1 — [lepeuens nognepxkuBaembix OC

e Haumenopamme OC CepBepnas | Kiinenrckas | Docker Cepruguiar ®CTIK
4acTh 4acTh (ver.) Ne cepr. Hara
BbIIA4H

1 | Windows 10 X X — — —

2 | Windows 11 X X — — —

3 | Windows Server 2016 X X — — —

4 | Windows Server 2019 X X — — —

5 | Windows Server 2022 X X — — —

Astra Linux 1.7 Special

6 | Edition Choeriog (x86-64) X X 20.10.2 2557 | 30.01.2012
7 | Astra Linux 1.8 (x86-64) X X — — —

] Astra Linux 2.12 Common % % o o o

Edition Open (x86-64)

10 | Debian 11 X X 24.0.2 — —

11 | Debian 12 X X 24.0.2 — —

12 | Anet 8 CIIT X X 20.10.11 3866 10.08.2018
13 | Anst 10 CII X X 20.10.11 3866 10.08.2018
14 | Anbet 9.1 Server X X — — —

15 | Anet 10 Server X X 23.0.1 — —

16 | Ubuntu 20.04 X X 24.0.2 — —

17 | Ubuntu 22.04 X X 24.0.2 — —

18 | Ubuntu 24.04 X X 24.0.2 — —

19 | OCHOBA2 X X 20.10.5 4381 31.03.2021
20 | PEJI OC 7.3 Mypom X X 20.10.1 4060 12.01.2019

Ne u3MeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Ceprudukar PCTIK
No Hanvenopanne OC CepBepnas | Kimenrckasi | Docker Tara
4acTh 4acTh (ver.) Ne cepr.
BbIIaYU
21 | PEJOC8 X X — — _
23 | POCA 12.4 X X — — _
25 | Oracle Linux 8.4 X X — — _

Ne u3MeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




6
643.72410666.00067-07 98 01-09

2. OTPAHUYEHUSA
[Ipu paboTe co CKPBITHIM KOJIOM HEOOXOIMMO YUUTHIBATh CIEAYIOIIEE:

- COKPBITUC YCJIOXKHACT BOCCTAHOBJIICHHMC HCXOJHOI'0 KOJd, HO IApoOJini U JPYyruc

KOH(I)I/IZ[CHHI/IEUIBHBIC AAaHHBIC HC NOJDKHBI XPAaHUTHCA B KOJC;

— UCXOJTHBIA KOJA JOKeH ObITh pgplsql, mpeoOpazoBanue mporeayp u (QyHKIui

IOPYTHUX SI3bIKOB HE IOIEP/KUBACTCS,

- CKPBITBIIl KOJ HE MOET KOMIUIUpoBaTbes B 3k3eMiusipax CYBJl oTiAMUYHBIX OT

CVYB]] «Jatobay;

- B KOJE, K KOTOPOMY OyJeT HMPHUMEHSTHCS COKPHITHE, HE MOTYT HCIOJIb30BATHCS

MMOACTaHOBOYHBIC IICPCMCHHEIC.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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3. YCTAHOBKA U UCITIOJIb3OBAHHUE KOMIIOHEHTA

[Ipomiecc COKpBITHS HCXOAHBIX TEKCTOB, mporenyp u Qynkuuii B CYBJl «Jatobay

oToOpaxeH Ha pucyHke 3.1.

/ PROD DB \

Komnunauua

KoaupoBaHue
O6dyckaumda

Bepudunkauusa Bepudunkaumsa cmHTakcmca plpgsql
CUHTaKcuca

plpgsdql

1
1

Mpeo6pa3oBaH e Crypto
AN KOMAUSA LUK provider

OTKpPbITbIN TEKCT 3aKpbITblA TEKCT
npoueaypbi\ npoueaypbi\
DYHKUUM DYHKUUM

= 3aKpbITbI TEKCT
Mepepaya daina 3aKkasumky

(amncTpmnbyTUB)

npoueaypbi\
DYHKUUN

I I

I I

e [
I I

: : Gl N é} ‘d \‘,(é}
I I

: : Integrator DBA, SA

Pucynok 3.1 — IIponecc coxpertust npouenyp u ¢pyakmuii B CYB/ «Jatoba»

B o6mem nukiie oneparuii BEICTSIOTCS CISAYIONIUE ITAITbI:
1) Pa3pabotka aBropom I1O koma nporieayp v GyHKIIUH B ITATHOM PEKUAME.

C ucxomHBIM KOZOM Tporenyp ¥ ¢GyHKuMid Ha s3bike pgsql paspaborumku paboraioT B

YAOOHOM JUTsl HEX BHJIE 0€3 CTIOIb30BaHUS MEXaHU3MOB COKPBITHSI.
2) [ToaroroBka penn3a K BBIITYCKY.

HpI/I IIOAIOTOBKEC KOJa K IIOCTAaBKC HWJIN c60p1<e peim3a HGO6XOI[I/IMO HUCIIOJIBb30BaTh

CYB]Jl «Jatoba» ¢ COOTBETCTBYIOUIMMH YTHJINTaMH mpeoOpasoBanus koma pgsql. Kaxmerid

‘ Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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MOJITOTOBJICHHBIN (paiin mpeoOpasyeTcst CnenuanabHOW YTUINTOM, Ha BBIXOJE MOTyqaeTcs: (aitn ¢

pgsql, rme Teket mpeoOpa3oBaH B HeUnTaeMyto (HOpMYy U HE TIOJUICKUT U3MEHEHUIO.
3) YcTaHOBKA B IPOMBILIJIEHHYIO CPELY.

JuctpuOytuB ¢ mpeoOpa3oBaHHBIME (aillaMu TepemaeTcss Ciayx0e SKCIUTyaTalliu

3aka3unka. Pails1 MoKeT ObITh CKOMIHIIUPOBaAH 0e3 packpbiTusa Tekcta Ha CYB/I «Jatobay.
4) DKcmtyaTarusi.

[Toce xommumsinuu Tekcet ¢aitna Haxomautcs B CYBJ] B mpeoOpa3oBaHHOM BHIIE U HE
MOAJICKUT U3MEHEHHUIO, [IPU 3TOM IMOJTHOCTHIO COXPaHSIET pabOTOCIOCOOHOCTh U COOTBETCTBYET

W3HAYaJIbHOM JIOTHKE MMPONU3BOJUTCIIA.

3.1. YcTraHOBKA KOMIIOHEHTA B CerMeHTe pa3pa60TKn U B IPOMBIINIJICHHOM CEIrMEHTE
Hpouecc YCTAaHOBKM KOMIIOHCHTAa HWACHTUYCH MJIA BCCX CCIMCHTOB W COCTOUT U3

CJIETYIOIIHX ATAIOB:
1) Ycranoska CYB/I.
[TepBonauansHo CYB/] «Jatoba» ycTanaBiuBaeTcsi B IByX CErMEHTaX.

Bbonee nonpobno npouecc ycranoBku CYB]I onucan B nokymente 643.72410666.00067-07
97 01 «3ammmieHHass cucTeMa YyIpaBlieHUs Oazamu JaHHBIX «Jatoba». PykoBOACTBO 10

YCTaHOBKE.
2) VYcranoska kpunrtonposaiiaepa «Kpunrollpo CSP».
3) Ycranoska oubmmorekn «Kpunrollimardopmay (gis-cryptoplatform17).
4) Beinyck cepruguxara.
Ceptudukarsl BBITyCKAIOTCS U K&KAOTO U3 YYACTHUKOB ITpoliecca 00(ycKaum Koja.

B MIPUBEJICHHOM OMHCaHUU, cepruduxar dbopmupyercst c MOMOIIIBIO
IIK «Litoria Desktop 2» !. JlomycTuM BBITYCK CEPTU(GUKATOB M KIIOYEH JIOOBIM JPYyTHM

JOCTYIHBIM 00pa3oM, IpU COOJIIOICHUN XapaKTEepUCTUK U TpeOOBaHUI NPUBEACHHBIX B II. 3.5.

- YcranoBka nmakera «jatoba<ver>-plspgsql»;

! He Bxomur B xommiekt noctasku CYB/] «Jatoba»

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITakeTr HCII0JIB3YCT BHCIIHUC 3aBUCUMOCTHU U UIA YAOBJICTBOPCHU S UX TpC6yCTC${ YCTaHOBKa

CJIEYIOIINX BHEIIHUX NMPOAYKTOB:

1) Isb-cprocsp — xpunronposaiinep «Kpunrollpo CSP» Bepcum 5.0. JlanHBIN maker
pacmpoctpansercs B Buae camocrositenbHoro DEB/RPM  muctpubyrtmBa. [lnst ycraHOBKH
HEe00X0IMMO 00paTUTHCS K JOKYMEHTAIlMU Ha odumnuanbHOM caiite pazpaborunka Kpunrollpo —
s JocTyma  TpeOyeTrcs  3aperduCTPUPOBAaHHBIA  MONB30BATENb IO  MpaBHJIaM  caiTa

https://cryptopro.ru/user);

VYcTaHoBKa nakeTa omnucaHa B pasjiene 3.2 HacTOSIIEro JOKyMEHTA.

2) gis-cryptoplatform17 — 6ubnuoreka «Kpunrollnardhopmay Bepcus 1.7.3-4. Jlanubiit
MakeT pacmpocTpaHsercs B cocrtaBe muctpuOytuBa CVYBJl «Jatoba» u ycraHaBiamBaeTcs
aBTOMAaTHYECKH 110 3aBUCHUMOCTSIM TIpM YCTaHOBKe makera jatoba<ver>-plspgsql. IIpomykr

nocrasisier OO0 «I"azuHdopmcepBUCH.
VYcTaHOBKa NakeTa omnucaHa B pasjiene 3.3 HacTOSIIEro JOKyMEHTA.
- PengaxtupoBanne koHpUTrypanmonnoro Qaiina postgresql.conf;
BHocsTCs mapamMeTpsl BBIMTYIIEHHBIX CEPTUHHUKATOB T Kaxkaoro sk3emiuripa CYB/I.
- YcTaHOBKA pacIIMPEHMUS.

3.2. YcranoBka kpunronposaiigepa « Kpunrollpo CSP»
COopku TpOAYKTOB 3arpyxatorcs ¢ odurnmanpHoro caiita OOO «Kpunro-ITpo»

https://www.cryptopro.ru/.

Ha caiite OOO «Kpunro-IIpo» nepeiiTu no cienyromemy nyTH:

Cxauates - Kpunrollpo CSP - CepruomumpoBaHHEEe Bepcum - «Kpunto IIpo
CSP 5.0» - nmma - «Unix» - Kpunrollpo CSP 5.0 mna Linux
(x64, deb)

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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- k) Kpuntollpo | KpunTolpe X

Lol O A& https://cryptopro.ru/products/csp/downloads#latest_csp50_linux B v
Ana Linux:

@]
[«
1

+ KpuntoMpo CSP 5.0 ana Linux (x86,_rpm)
KouTponbHas cysda
rOCT: BCDF41EC3BOFE1035691540FSF277A713D05AA4CEB294D9ETEF59B4110846AB3
MD5: 1d8c355laa93ceafcdcbB3ada73d4493

+ KpuntoMpo CSP 5.0 ana Linux (x86,_deb)
KoHTponbHas cymMa
roCT: DEZYB1BES7D5580C711C35C41050E4842A4C3FFDCR9BECEF1C6598A995007390
MD5: 9a3fbb7aBBcd02458c7aad468chf348fF

+ Kpuntolpo CSP 5.0 ana Linux (x84, rpm)

KOHTpOnbHaER CyMMa
rocT: 7009F2DASCLF75FZ9DB38FE9B54BFAFF299167EEEBCFE41CEAI1A6SDEE44EALS
MD5: bB7bbe581d2431c71b8ec79T4bf7383b

» Kpuntolpo CEP 5.0 gna Linux (x84, deb)
- KOHTponbHas CyMma
roCT: 7764BDEGA937BALTFC25E15AAT0FFE44E2AESCEBETCTR45E9FT2FALFEQOBF406E
| MD5: 78b5b3deabd47d85e8061d3edicd491b

Pucynok 3.2 — Crpanuna 3arpy3ku
PacnakoBatp momydenHusid apxuB linux-amd64 deb.tgz, nHanpumep, B katanor «install» u

HA3HAYMTH MIPaBa Ha BBIMOJIHEHUE ckpunTa «install gui.sh» komanmoii:

chmod +x /<PathToCryptoPro>/install gui.sh

[+ root@ubuntu: finstall/linux-amdé4_deb @] = -

root@ubuntu: /install/1linux-amd64 deb# chmod +x fi_nstallﬁ_nﬁtall_gui_,shl

Pucynok 3.3 — Komanna yctaHOBKH mpaB BeimosHeHHs «install gui.shy

[Tocne dero 3amycTUTh CKPUOT KOMaHI0M:

./install gui.sh

Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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root@ubuntu: finstall/linux-amdé4_deb

CryptoPro CSP Setup
Select the way you want features to be installed.

Click on the 1list items below to change the way features will be
installed. Do not install unnecessary items: it will make configuration
difficult and may impact performance.

KC1 Cryptographic Service Provider
KC2 Provider (skip if not sure)

GUI dialogs component

Smart Card and Token support modules
cptools, GUI application for various
PKCS #11 library (for gosuslugi.ru)
Browser plugin + CAdES

Import 0S5 root certificates into CSP

<Next= <Exit>

Pucynox 3.4 — Bb100op KOMIOHEHT [UTsl yCTaHOBKHM KpUIITOIIPOBanaepa

B oxne ycTanoButs ¢uraru:

- KC1 Cryptographic Service Provider;

— KC2 Provider (skip if not sure);

- GUI dialogs component;

- cptoolls, GUI applications for various tasks.

[ToarBepAUTh YCTAaHOBKY KOMITOHEHT Ha)KaB KHOIKY «Nexty.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ [[aTa BHCCCHHA U3M:
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root@ubuntu: finstall/linux-amd64_deb

CryptoPro CSP Setup |

The following features will be installed:

KC1 Cryptographic Service Provider

KC2 Cryptographic Service Provider

GUI dialogs component

cptools, GUI application for wvarious tasks

* % % *

Click Install to begin the installation. If you want to change your
installation settings, click Back.

<Install> <Back>

PucyHok 3.5 — OKHO OATBEPKAECHNUS YCTAHOBKM KOMIIOHEHT

ITo okOoHYaHMM MpoIecca YCTAHOBKU HaXMUTE KHONKY «OK».

root@ubuntu: finstall/linux-amdé4_deb

CryptoPro CSP Setup

CryptoPro CSP packages have been successfully installed

PucyHnok 3.6 — OKHO OKOHYaHHUsI YCTaHOBKHU

[Tociie ycTaHOBKM KOMITOHEHT OYJIET MPEIOKEHO aKTUBUPOBATH JIMIIeH3MI0. Ha manHOM

JTane BO3MOKHO 100 BBECTH KIIHOY JIMIICH3UU, 1100 IPOIMYCTUTD OTAIl.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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root@ubuntu: finstall/linux-amdé4_deb

CryptoPro CSP Setup

Would you like to enter the license now, or postpone it for a while?

<Enter the license now> <Later=

Pucynok 3.7 — OKHO IpOBEpKH cTaTyca JULEH3UU

B cnenyromem okHe TpebyeTcs HaxkaTh KHONKY «EXity a7 BBIX0a U3 CKPHUIITAa YCTaHOBKH.

root@ubuntu: finstall/linux-amdé64_deb

CryptoPro CSP Setup
Select the operation you wish to perform.

Reinstall CryptoPro CSP packages

Uninstall CrEEtoPro CSP iackaies

<Select>

PucyHok 3.8 — BbIxoq U3 cCKkpunTa yCTaHOBKH

Jlanee akruBupyercs omonorndeckuii JJCY.

‘ Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:




14
643.72410666.00067-07 98 01-09

CryptoPro CSP - o X

Move mouse cursor in window or press keys to provide random data

Cancel

Pucynok 3.9 — JlaTuuk ciydaliHbIX 4HCell
B npunoxennn «Muactpymentst Kpunrollpo» Ha Brimagke «OOmiee» MOXKXHO TPOBEPHUTH

CTAaTyC JIMIOCH3WU.

cptools - CryptoPro Tools - o =

Q Search

p» CRYPTOPRO CSP
General

CryptoPro CSP 5.0.12800
Cloud CsP First installation 25.11.2023

. Serial number 5050LD000002ZNTQLOBCY *****

Containers License validity Unlimited

License type Server

Certificates

o Set license for me
Signing

Language

Signature verification
Select CSP language for current user

Encrypt file <System Default> -

Decrypt file Help Update
Forum Download CryptoPro CSP 5.0.12900 Selene
Technical support portal New version description

License acquisition

Show advanced

Pucynoxk 3.10 — IlpoBepka craryca nunensuu «B npunoxenun «Mucrpymentst Kpuntollpo»

Ha nanHoMm miare ycraHOBKa KpUINITOIIPOBalIepa 3aKOHYEHA.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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3.3. YcranoBka omoauorexku «Kpunrollinardgopma» (gis-cryptoplatform17)

YcranoBka ounbmmotexn «Kpunrollnardopmay BeImomHsAETCS KOMaHIOM:

apt-get install gis-criptoplatforml?

I root@ubuntu: /localrepo Q

root@ubuntu: /localrepo# apt-get install gis-cripteoplatformi?
Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package gis-criptoplatformi?
root@ubuntu: /localrepo# I

Pucynok 3.11 — Ycranoska oubnmorexu «Kpunrollnardopmar
3.4. YcranoBka npuioxenust «Litoria Desktop 2»
Wmerommiicss apxuB ¢ aucTpuOytuBoMm rpaduueckoro mutepdeiica «Litoria Desktop 2»
pacmakoBaTh B AUPEKTOPHIO.
<— finstall/Litoria

« N Name

les

*1litoria install.sh

Pucynok 3.12 — Ctpykrypa karanora

YcraHoBUTH ImpaBa I BBIITOJHCHUA CKPUIITA KOMaHHOfIZ

chmod +x /<PathToCryptoPro>/litoria install.sh

B paccmarpuBaemom npumepe komMaHa OyAeT CIeayomei:

chmod +x /install/litoria install.sh

[+ root@ubuntu: finstallflitoria

root@ubuntu: flocalrepo# cd finstall/litoria
root@ubuntu: finstall/litoria# chmod +x finstall/litoriaflitoria_install.sh
root@ubuntu: /install/litoria# I

Pucynok 3.13 — KomaHnia ycTaHOBKM IIPaB Ha BBIIIOJIHEHUE CKPUIITA

[Tocne yero 3amycTUTh CKPUNT YCTAaHOBKH Tpaduueckoro naTepdetica «Litoria Desktop 2»:

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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./litoria install.sh

[+1 root@ubuntu: /install/litoria

root@ubuntu: /install/litoria#
root@ubuntu: finstall/litoria# ./litoria_install.sh
Selecting previously unselected package litoria.

(Reading database ... 166825 files and directories currently installed.)
Preparing to unpack litoria 2.9.6-1 amd64.deb ...
Unpacking litoria (2.9.6-1) ...
dpkg: dependency problems prevent configuration of litoria:
litoria depends on libxcb-xinerama®; however:
Package libxcb-xinerama® is not installed.

Pucynok 3.14 — Ycranoska rpaduueckoro natepgeiica «Litoria Desktop 2»
3.5. Beinyck ceprudgukara

ITakeTr YCTaHaBJIMBACTCA B CCTMCHTC pa3pa60TKH " B TPOMBIINIJICHHOM CCTMCHTC.

3.5.1. Ilepsrlii 3anyck npuiaoxenus «Litoria Desktop2»

HepBBIﬁ 3aITyCK IPUIIOKCHUA JOJIKCH BBIIIOJIHATHCA OT UMCHHA U C IIPpaBaMU I10JIb30BATCIIA

«root», He00XOIMMO TEPEUTH B KaTaJIOr:

/opt/GIS/litoria

3aIlyCTUTDb KJIIMCHTA:

cd /opt/GIS/litoria/
./litoria

[+1 root@ubuntu: fopt/GIS/litoria

root@ubuntu: finstall/litoria# cd Jfopt/CISflitoria/
root@ubuntu: fopt/GIS/litoria# . /litoria

Pucynok 3.15 — IlepBblii 3a11ycK NpUIIOKEHUS
B OTKpBIBIIMMCS OKHE NMPUIIOKEHUS YCTAHOBUTD THUII JINLIEH3HH.
3.5.2. 3anyck mnpuaoxenusi «Litoria Desktop 2» or umMeHM M ¢ mnpaBamMu
M0JIb30BaTeJIsl
[IpuiiokeHne OJIKHO 3alyCKaThCs OT UMEHHM M C MPAaBaMHU I0JIb30BATEINS], UIsl KOTOPOro

Oynet hopMupoOBaTHCS CepTUDUKAT.

Jliist aTOTO Tpedyercs:

‘ Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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— BeiiiTn u3 Tekymero ceanca.
- Boiitu B OC oT TpeOyemMoro noiabp30Baress.

B npezacrasisieMoM puUMepe UCIIONIb3YETCA MOJIb30BATEND «POStEresy.

0 posktgres|

Pucynok 3.16 — Bxog B OC OoT UMEHH MOJB30BaTEINSI «POStEres

— 3amyctuth npmwioxkenue «Litoria Desktop 2».
[Tpunoxenne «Litoria Desktop 2» MoOXeT ObITh 3aITyIIEHO ABYMsI CIIOCOOAMMU:

1) Yepes TepMUHAI UCTIONB3YSI KOMAH/Y:

cd /opt/GIS/litoria/
./litoria

[+1 Terminal

postgres@ubuntu:~5 cd fopt/GIS/litoria/
ﬁ:)stgre*_:@ubuntu:juszthIt?jli_t-:)ri_aS .flitoria

Pucynoxk 3.17 — 3amyck npunoxxenunst «Litoria Desktop 2» oT umenu nons3oBarens

2) Yepes cnucok ycranosieHHoro I10.

3.5.3. ®opmupoBanue cepruukara
B wmenro «Ceprudukarery (Certificates) BbIOpaTh BKIAaAKy «3ampoc Ha CepTHQHKAT»
(Reguest) m B oxne «Kpunromposaiinep» (Cryptography tool) ycTaHOBHUTH TapaMeTpsl,

npuBeAcHHbBIE B Tabmuie 3.1.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Tabmuua 3.1 — 3HayeHns ycTaHaBIMBAaeMbIe B BKJIAIKE «3ampoc Ha cepTuduKaT

Oo0gacTh moJIs

ITose (RU) ‘ Hoae (ENG) ‘ 3HaueHue Tun moJs
«Kpunronposaiigep» (Cryptography tool)
Crypto_Pro GOST R 34. 10- Bhiatarommii
Kpunrocpenctso Name 2012 Cryptographic Service S
. CIIMCOK
Provider
Asropu Algorithm | GOST R 34. 10-2012 256 Ho
YMOJTYaHHIO
ITo
JlinHa Kiroya Key length 512 Y MOJTUAHHIO
KonTeiinep nis kiarw4deBoii napsl (Key pair container)
CrenepupoBaTh Generate daar
[TNH-xox PIN-code 12345678
Co3nate skcnopTupyembiii | Mark as
KOHTEHHEP exportable (rrar (rrar
Nudopmanus o Baageabue kiawya (Subject key information)
. Brmagaronimii

[Habnon Template [Tycroit (Empty) CIHCOK
Information
OB1uee Hvs Common devel TexcroBoe

name noJie

Litoria Desktop 2 - X

Cryptography tool

Name ‘ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider £ |

Algorithm ‘ GOSTR 34.10-20 56 v |

Key length 512- 512

Key pair container

Name @ Generate () Setmanually

CERTIFICATES

57-0f23-4d98-5f

Mark as exportable [ create key for sign only

Subject key information

Template | Empty v

SETTINGS Settings Signature Load from certificate |

Common name ‘ devel

INN(ITIN) ‘ NN

INNLE ‘ NMNLE

Initials ‘ |
1

OGRN ‘ OGRN

[ issue the certificate @

Pucynok 3.18 — OxHo opmupoBanus ceprudpukaTa

Ne u3MeHeHus:

‘ HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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B o6nactu nons «Mudopmanus o Baagensiie kroda» (Subject key information) nmepeiitu B

BKiaaKy «llapamerprr» (Settings) U ycTaHOBHUTH MapaMmeTphl, MPUBEACHHBIE B Tabmuie 3.2.

Tabnuna 3.2 — 3nadyeHus, ycranaBiuBaemMbie B obnactu ot « MHpopmarus o Bnajenbie
KJIFOYay

OobaacTb moJif

ITose (RU) ‘ IHoae (ENG) ‘ 3HayeHue Tun nouas

Nudopmanus o Baageabue kiw4a (Subject key information)
Hcnosab3oBaHue KiIH4a

[Toanuck JaHHBIX Digital signature ¢mar

HeorpekaemocTts Non-repudiation daar

udpoBanue Kimroua Key encryption ¢mar

[udpoBanne TaHHBIX Data encryption ¢mar
Hasnayenue ceprudukara

[TudpoBas noanuch | Digital signature ¢mar

[ Litoria Desktop 2 - X

Cryptography tool

Name ‘ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider [ |

Algorithm ‘ GOST R 34.10-2012 256 v |
Key length 512- 512

Key pair container

Name @) Generate (O) Set manually

CERTIFICATES [ 1d-cBd30b57-0123-sdo5-of

b5-addzb

PIN-code® | sssasaas a3

Mark as exportable [ create key for sign only

Request

Subject key information

Template ‘ Empty v|

SETTINGS nformation Signature Load from certificate |

Key usage Extended key usage

[ critical @ [ critical @

Digital signature D TLS Web server authentication

Mon-repudiation [ 7LS Web client authentication

Key encryption Digital signature

Data encryption [ Email pratection

D Key agreement D Timestamping

[ certificate signing [ ocse signing

[ cAL signing [ Registration center user

[ Encryption only [ pvcs signing

O Decrypt only

[ Issue the certificate (@

Pucynoxk 3.19 — Ilapametpst B o6sactu nodist «MHpopMaIus o BiIaienblle KITF09a»
[locne ycranoBku mnapameTpoB HaxkmuTe KHOMNKY «Co3matb» (Create) u reHepupyem

cnyqaﬁHon MMOCJICAOBATCIILHOCTD ABUKCHUSAMU MBIIIKW WUJIW KIIABUIIIAMHA Ha KiIIaBUATYyPC.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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[ Litoria Desktop 2 - X
1 Cryptography tool
Name [ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider [ % ]
Algorithm [ GOST R 34.10-2012 256 o ]
Key length 512- 512
Key pair container
Name (@ Generate () Set manually
CERTIFICATES
CryptoPro CSP - 0 = -

Request -

SETTINGS

Cancel
Ty =
[] Certificate signing ["] ocsp signing
Oem signing a Registration center user
[ Encryption only [] pvcs signing

[] Decrypt only

[ Issue the certificate. @ —

Pucynok 3.20 — I'eneparop ACY

B pesynbraTe moxydaem 3anpoc Ha cepTu(UKar.

4 Litoria Desktop 2

5 Cryptography tool

Name { Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider [ v ]

Algorithm [ GOST R 34.10-2012 256 v ]

MIIBBTCBswIBADAQMQ4wDAYDVQQDDAVKZXZIbDBmMBEGCCqFAWCBAQEBEMBMG
BygFAwICJAAGCCqFAWCBAQICAOMABEApkGpQyqiz7zji34jbgg5Lm/Sig 108 na
85rlyAapYZdDikgXiiYqOmdDKAJjQupFnvgpCkXvNk6JCkOgktvFGxoDQw
Mg¥YKKwYBBAGCNwIBDjEKMClwCwYDVROPBAQDAgTWMBMGA1UdIQOMMA0GCCsG
AQUFBwMDMA0GCCqFAWCBAQMCADEA]Yvhr3ESbHqo52a0Zo8GNoVofdTMLWOg
9byPysCu9DguThDh2ydPoARBWmM +y0pc+rzvIkLNYxrN5sxBtluF9mg==

————— END NEW CERTIFICATE REQUEST----- j

anly

Digital signature E] TLS Web server authentication

Non-repudiation [ Tus web dlient authentication
Key encryption Digital signature

Data encryption [] Email pratection

[ Key agreement [] Timestamping

O certificate signing O ocsp Signing

Oer signing )] Registration center user

[ Encryption only [ pwcs signing

[ pecrypt only

[ issue the certificate @

Pucynok 3.21 — 3anpoc Ha ceprudukar

KonupyeMm nosyunBmmiicst TekcT HaxkatneM kHonku «Konuposate» (Copy).

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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@ B paccmarpuBaeMOM npHMeEpe HCHOJIB3YETCS TECTOBBIM YAOCTOBEPSIOIUN LIEHTP
komnanuu «l a3uHpopMcepBHCY.

st popmupoBanus cepTuduKaTa B IPOMBIIUICHHON cpenie, CIelyeT MCIOIb30BaTh

peabHbIN yIOCTOBEPSIOINAN LIEHTP.

C momomipio Opay3epa OTKPBIBAEM CTPaHUIy TECTOBOTO YIOCTOBEPSIOMIETO IIEHTPa IO

aapecy: http://testca.gaz-is.ru/#

Activities ©) Firefox Web Browser

« @ O 8 testcagaz-is.ru/#

Nov26 01:44

80% 17 ® g =

TecToBas HOMHCY, NPOBEPKa AaHHLIX, TIONYHEHME CEpTIIKATA i COYIARNE JANPOCOS.

/15 nomoNeHROi pafoThl HEOBXOAMO YCTAHOBKTS Litoria Key Plugin Crasars Win Crasars Linux

3arpyauTb AaHHbie ANA 06PABOTKM

=)
g TecToBbIi YA0CTOBEPAOLMIA LeHTP KoMNaHuK "TasuHpopMcepBUc”
e
A
?

No file selected.

/ YTO6bi BBIAATE COXpaHEHHbIR 3anpoc K LIC, BeTasbTe b 4 3anpoc cepTid PKCS #10, Bo

rrrrr BEGIN NEW CERTIFICATE REQUEST-—
MIIBBTCBswIBADAQMQ4WDAYDVQQDDAVKZ XZIbDBMMBSGCCIFAWCBAQEBMBMG
ByqFAWICIAAGCCFAWCBAQICAOMABEApkGPQyqiz7z]i34jbgqSLnVSIg 108
B5rlyAapYZdDikqXii Yq0mdDK AT1jQupFnvapCkXvNKBICkOgktvFGxoDOw

Mg¥ KKwYBBAGCNwIBD]EKMCIwCwYDVROPBAQDAZTWMBMGA1UdIQQMMACGCCsG
AQUFBwMDMAoGCCqFAWCBAQMCAOEA]Yvhr3ESbHqoS2a0Z08GNo Vold TMLWOg
SbyPysCu9DgulhDh2y4PoA VOpczvIKLNY xrNS:

rrrrr END NEW CERTIFICATE REQUEST——

TonyuMTS CepTiduKaT = KOpHEBblE CEpTHOMKATS 1 CINCKY OTabiEa = ANDECa CEpEEPOE TOUHOTO BREMEHN -

Pucynok 3.22 — OkHo tectoBoro V1]

B okne YII HeoOxo1umMo BCTaBUTh CKOMTMPOBAHHEIN 3a1IpOC Ha cepTUUKaT.

[Tpu naxarun kHonku «llomyunts cepruduxat», BeIOpath myHKT «llomyunts cepruduxar
2012 roct».

[Tocine aToro cepTuduKkar 3arpy3uTcs B CTAaHAAPTHYIO TUPEKTOPHUIO TSI 3arPy30K.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Activities ) Firefox Web Browser ¥ Nov 26 01:46
e © -
(5 C O 8 testcagazdis.ru/# 80% vy =
a TecToBbIN YAOCTOBEPSOLUNIA LLEHTP KOMNaHuK "TasuHpopmMmcepBUc”
e TecToBas NoAMHCh, NPOBEPKA AGHHEIX, TIONYYeHHe CEPTH{MKATA 1 CO3IANHE JANPOCOB.
\_ﬁ Jina nomtouesmoi paboTs ieoGxomuMo yerasomws Litoria Key Plugin Cravars Win Ckavars Linu

3arpyauTh paHHbIe AN 06PAGOTKM

5 No file selected.
/ YT06bI BEIAATE COXpaHeHHBI 3anpoc k LIC, BeTasTe base-64 3anpoc cepud: PKCS #10, 80

----- BEGIN NEW CERTIFICATE REQUEST--—
MIIBBTCEswIBADAQMQ4wDAYDVQQDDAVKZX ZIbDEMMEAGCCGFAWCBAQEBMBMG
ByqFAWICJAAGCCqFAWCBAQICAOMABEApkGpQyqiz7zji34jbgesLmysIg108
85rlyAapYZdDikgXifYq0mdDKA 11JjQupFnvgpCk XvNk6JCkOgktvFGxoDQw
MgYKKwYBBAGCNWIBDEKMCIwCWYDVROPBAQDAZTWMBMGA 1UdIQQMMA0GCCsG
AQUFBWMDMA0GCCqFAWcBAQMCAOEA]Yvhr3EShHQ0S2a0Z08GNo Vofd TMLWOg
SbyPysCuSDgulhDh2y4PoA yOpczvIKLNYxr)

KopHeabie CepTU(UKATI N CTIMCKM OT3biBa ~ Azjpeca cepeepos TOYHOTO BpeMeHH ~

TlonyuTs Cepragukar 2001 roct

Tonyurms cepriusar 2012 roct

Floy TS CepTUgHKAT 2012 CTPOHT FOCT

Monywims cepridxar RSA

testca.gaz-is.ru/#

Pucynox 3.23 — [lomyuenue ceptudukara
3.5.4. UmmopT cepTU(dHUKaTA B JJUYHOE XPaHUJINLIe moab3oBareass OC
B npunoxenun «Litoria Desktop 2» TpeOyetcst nepeiiTi Ha BKIaAKY «YIpaBICHUE)»
(Manage) u wumnoptupoBaTh cepTudurar. M3 aupekTopun 3arpy3ku ceptudukara

BO3MOKHO €r0 MEPETAIIUTh MBIIIKONA B OKHO UMIIOPTa cepTUdUKATa.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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4 Litoria Desktop 2

+ Import S Refresh

) ) 0 X
System storage
[ Personal certificates 0y
[ Certificates of other users (0)
» [ Trusted reot certification authorities (8)
> [ Intermediate certification authorities (18)
[ Certificate revocation lists (0)
B cermiFicates User storage
+ Add user starage

OBnauHoe xpaHuavLLe
Manage

£y sertines

Pucynok 3.24 — Bkiagka «YnpaBiaeHUe»

NmnopTupoBaHHbIl cepTU(UKAT HEOOXOAUMO MEPETAIIUTh MBIIMIKOW B pasjael

«JIuunbie ceprudukate» (Personal certificates), mocne wero HaxaTh «YCTaHOBUTBHY»

(Install).

] Import data into the certificate storage

MCopy [ Cut T Remove [] + Add
System storage
v [] Personal certificates (1)
& devel
[ Certificates of other users
(] Trusted root certification authorities
[ Intermediate certification authorities

(] Certificate revocation lists

25.11.24 01:46

(oo ) ()

Pucynok 3.25 — Pa3memenue ceprudukara B paznene «JIndabie cepTuukaTs

[locne ycraHoBKM B 0OOLIEM CHOUCKE BbIOpaTh TpeOyemblid cepTudukar, s

IMOATBEPKACHUS IMOJJIMHHOCTH HAXKaTh KHOIIKY, OTMEYEHHYIO Ha pPUCYHKE 3.26.

‘ Ne u3MeHeHus: ‘ IToamuce OTB. JIHIIA:

‘ JlaTa BHeCeHHS U3M:
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4 Litoria Desktop 2 —

/

+ Import S Refresh earch fi ]

System storage
~ [ Personal certificates (1)
O & devel 2511240146
[ Certificates of other users (0)
¥ [ Trusted root certification authorities (8)

X
®  The certificate or certificate chain is based on an untrusted root
Manage
@  Revocation status is unknown
Qualified certificate status is unknown
Simple view ]
@ TectoBud yaoCTOBEpAMOWMA uenTp TASMHPOPMCEPBIC 2012 &
[E devel @ ¥+

Information

Subject Common name = devel
ser Common name = TECTOBNIA YAOCTOBEPAIOLMA LENTD
TASMHPOPMCEPBMC 2012
email = resp@gaz-is.ru
Organisation = TASMHPOPMCEPBAC
Organisation unit = IT
Locality = C-NeTepGypr
Address = yn. Kponwragrcxas, .10, autepa A
Country = RU
Serial number = 198096
1 26 November 2023 01:46:23
ilid 10| 35 Novemnber 2024 01:46:23

Pucynox 3.26 — Immopt cepTudukara B IMYHOE XPAHUIHUILE TOIH30BATEIS
B BcmibiBamonieM OKHE TMOATBEPAUTh pa3MellleHue cepTudukata B JTUYHOM

XpaHUJINLIC MOJIb30BATCIIA.

warning: installing a root certificate with an unconfirmed thumbprint is
a security risk. Do you want to install this certificate?

Subject: TecToBbIR yAOCTOBEPAKIWMA LeHTp TASMHOOPMCEPBMC 2012
Thumbprint (sha1): B641A6BE3CFEDDBC3EC739720D13AE9F857DASES

0K Cancel

Pucynok 3.27 — OkHO MOATBEPKACHUS

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JIAIa: ‘ IIaTa BHCCCHHA U3M:
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4 Litoria Desktop 2

+ import
o 0 0 X

System storage
~ [ Persanal certificates (1)
O devel 2511240146
[ Certificates of other users 0y
v [ Trusted root certification authorities (9

7 Refresh

1912370544
1511330614 1

Certificate chain is valid L 2702321304

M 17.07.27 0531
P Certificate is not revoked

02.07.39 05:41
QCSP response 26 November 2023 02:03:45

01.07.3605:18
Qualified certificate status is unknown 08.01400532
2402372125 1
Simple view | 2912320901

L& sermnes [§] Tecroesit yaocosepsomui uertp FASUHOOPMCEPBIAC 2012
[ devel

[& 1«

Information

Subject| Common name = devel
ssuer Common name = TeCTOBbIA yAOCTOBEPAMILIMIA LIEHTD

FA3MHDOPMCEPBWUC 2012
email = resp@gaz-isru
Organisation = TA3HOPOPMCEPBAC
Organisation unit = IT
Locality = C-Metepbypr
Address = yn. KporwTagrekan, 4,10, nutepa A
Country = RU
Serial number = 198096

Valid from | 26 November 2023 01:46:23

Valid to | 25 November 2024 01:46:23

Pucynoxk 3.28 — 3aBepiienue ummnopra ceprudukara

Ha nannom mare popMupoBaHue 1 UMIOPT cepTUPUKATA 3aKOHUECHO.

3.6. YcranoBka komnoHenra «PLsPgSQL»

Komnonent «PLsPgSQL» ycranaBnmBaeTcst B cerMEHTE pa3pabOTKH U B MPOMBIIUIEHHOM

CCTMCHTC.

3.6.1. YcranoBka nakera «jatobaS-plspgsql»
[Tocne Toro kak, yCTaHOBJEH KpumrompoBaiaep (cM. m. 3.2) u kpunrormiardopma

(cm. 11.3.3), cTaHOBUTCA JOCTYITHOW yCTaHOBKA nakeTa komnoHeHTa «PLsPgSQLy.
VY CcTaHOBKY KOMITOHEHTa BO3MOKHO ITPOBECTHU JABYMSI CIIOCO0aMHU:

1) ycTaHoBKa u3 JokanbHOro peno3utopusi (CDROM) — mpousBoautces u3 ¢aitios,

3alMMCaHHbIX Ha KOMITIAKT-IUCK UJIN CKOIIMPOBAHHBIX C HECTO,

2) YCTaHOBKa HETIOCPEICTBEHHO 13 deb/rpm-}aiiioB — mpON3BOAUTCS OMIIHOHATBHO, TT0

YCMOTPEHUIO MOJIb30BaTEIS.

KommoHeHT BbITIONTHEH B BUjE oTnenbHOro deb mim rpm-makera. YcTaHOBKa KOMIIOHEHTA
OCYIIECTBJISIETCSl CcpeAcTBaMH TMakeTHOro MeHemkepa OC. [Ins pa3HbIX THUIOB MMaKETHBIX

MCHC/KCPOB KOMaHa YCTAHOBKW HCMHOI'O OTJIMYACTCA. Huxe MNPUBCACHBI OCHOBHBIC THUIIbBI:
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— JUI1 CUCTEM Ha OCHOBEC IIAKCTHOI'0O MEHEMKEpa APT (K TaKUM CHCTEMaM OTHOCATCA

Bce OC cemeiictBa Debian, ncrions3ytomue deb-makeTsr) KOMaHAa yCTaHOBKY CIIEAYIOLIAs:

apt—-get install jatoba<ver>-plspgsqgl

— JUIS CUCTEM Ha OCHOBE mMakeTHBIX MeHekepoB YUM/DNF (k Takum cucremam
otHocstcs Bce OC cemeiictBa RedHat m Beimeamme w3 Hee, MCMONB3YIOUINE IPM-TAKETHI)

KOMaH/Jila YCTAHOBKHU CJICAYIOIIAs:

yum install jatoba<ver>-plspgsgl

OtnenpHOTO yrouHeHus TpedytoT onepannoHubie cucteMbl ALT Linux n openSUSE.

— ALT Linux ucnons3yeTr nakeTHblii MeHekep APT, HO pacnipocTpaHsieTcs B Buie

rpM-TIAKEeTOB U I Hee KOMaH/a YCTAHOBKHU BBITJISANT aHaIorudHo Debian:

apt—-get install jatoba<ver>-plspgsqgl

bonee mogpoGHO  mporecc  YCTAHOBKM — KOMIIOHEHTa  ONMCAaH B JJOKYMEHTE
643.72410666.00067-07 97 01 «3ammimenHas cuctema ympaBieHUs 0a3aMu NaHHBIX «Jatobay.

PykoBOZCTBO 1O yCTaHOBKEY.

YcraHnoBka koMIioHeHTa B coctaBe apyrux Bepcuii CYBJl «Jatoba» ocymectBuseTcs
aHasiornyHo. Otnuune Oyner Toibko B Homepe Bepcun CVYBJl, B cocraBe koTOpoil OH

pacnpoctpansercs. Hanpumep, jatobaS-plspgsql u 1.1

VYnaanenue MOIyJns TakkKe OCYLIECTBISETCS CpeacTBaMM IakeTHoro meHemxkepa OC.
Bmecto komannmer install Hy»XHO HMCHONB30BaTh COOTBETCTBYIOUIYIO TAaHHOMY MaKETHOMY

MEHEeDKEPY KOMaHy yaaneHus (remove, purge, erase u T.11.).

Jlns monmydeHusl AeTalbHOW MHGOpPMAIMKU O TMAaKETHOMY MEHEIKEpPY PEKOMEH]yeTCs

oOpartuthcs K gokymenTtanuu mo OC.

B paccmarpuBaemom npumepe ycranoBka nakera mojx OC Ubuntu BEIIOTHSAETCSI KOMaHIOM:

apt-get install jatobab-plspgsgl

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: /localrepo

root@ubuntu: /localrepo# apt-get install jatoba5-plspgsql

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following package was automatically installed and is no longer required:
girl.2-goa-1.8

Use 'sudo apt autoremove' to remove it.

The following additional packages will be installed:
gis-cryptoplatform1l? libpg5s

The following NEW packages will be installed:
gis-cryptoplatforml? jatoba5-plspgsql libpgs

0 upgraded, 3 newly installed, ® to remove and @ not upgraded.

Need to get 115 kB/5,796 kB of archives.

After this operation, 752 kB of additional disk space will be used.

Do you want to continue? [Y/n]

Pucynox 3.29 — YcranoBka makera «jatobaS-plspgsql»

Heo6xoanmo y6eauThest, 9T0 OTCYTCTBYIOT OIIMOKH 3aBUCHMOCTEH, BBHITIOJTHHB KOMAH/Y:

for £ in $(LANG=C find /usr/jatoba-5 -type f -exec file {} \; |
grep "ELF 64-bit LSB" | awk 'BEGIN {FS=":"} { print $1}' |
sort); do echo $f; 1dd $Sf | grep "not found"; done

[+1 root@ubuntu: flocalrepo Q =

root@ubuntu: flocalrepo#

root@ubuntu: flocalrepo# for ¥ in S(LANG=C find Jfusr/jatoba-5 -type f -exec file
{} \: | grep "ELF &4-bit LSB" | awk 'BEGIN {FS=":"} { print $1}' | sort); do e
cho 5f; ldd 5 | grep "not found"; done

Jusr/jatoba-5/binfclusterdb

Jusr/jatoba-5/binfcreatedb

Jusr/jatoba-5/bin/createuser

Jusr/jatoba-5/bin/dropdb

Jusr/jatoba-5/bin/dropuser

Jusr/jatoba-5/bin/initdb

Jusr/jatoba-5/bin/jactivator

Jusr/jatoba-5/bin/oid2name

Jusr/jatoba-5/bin/pg_amcheck

Jusr/jatoba-5/binfpg_archivecleanup

Pucynok 3.30 — IIpoBepka oTCyTCTBHS 3aBUCUMOCTEN
3.6.2. PenakTnpoBanne KoHpurypanuonHoro gaiina «postgresql.conf»

B kondwurypaumonnsiii ¢aiin «postgresql.cont» B pazmen « CUSTOMIZED OPTIONS»,

TO0aBISIOTCS JIBA TTapaMeTpa:

- plspgsql.cert cn — ums co3nanHorO cepTuuKara;

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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- plspgsql.cert_pincode — nuu-KOA OT cepTudukara.

Jlis xaxxknoit u3 CYB]] ycranaBnuBaroTcsi COOCTBEHHBIE TTAPAMETPBHI.

[+ root@ubuntu: fvarflib/jatoba/5/data — O

GNU nano 4.8 postgresgl.conf Modified

plspgsqgl.cert _cn = 'devel'
plspgsqgl.cert _pincode = '12345678'

Pucynoxk 3.31 — I[lapamerpsl cepTudukara B KoHGUTYparmoHHOM (aiiie postgresql.conf
3.6.3. YcraHoBKa paclIMpeHus
VYcranoBka pacmmpenuss B CYBJ] nomkHa BBIMOMHATBCS OT MMEHH W C IpaBaMu

MOJTE30BATENIA, Il KOTOPOTO OBLT CO3/1aH CepTU(UKAT.

AsropuzoBaBuiick B CYB/] TpeOGyercs Bemmonnuts SQL-kKoMaHy:

CREATE EXTENSION plspgsqgl

[+ Terminal

postgres@ubuntu:~5% psql
Password for user postgres:
psql (15.5)

Type "help" for help.

postgres=# create extension plspgsql;
CREATE EXTENSION
postgres=# \dx
List of installed extensions
Name | Version | Schema | Description

plpgsql il g | pg catalog | PL/pgSQL procedural language

plspgsql . | pg_catalog | PL/pgSQL procedural language with security fe
atures

(2 rows)

postgres=# I

Pucynok 3.32 — YcraHoBKa pacuIMpeHus

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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3.7. Onucanue yruautsl wplpsql
OAHMM U3 BaXKHBIX 3JIEMEHTOB (DYHKIMHM COKPBITUS HMCXOAHBIX TEKCTOB MPOLEAYp U

dbynkiuii B CYBJ] «Jatobay sBisiercst ytumra wplpgsql.

YTunura umeeT MOAyIbHYIO apXUTEKTYPY U pa3IndHble MeXaHU3Mbl. /{7151 npeoOpa3zoBaHus
TEKCTOB MPOLEAYp W (YHKUUN JaHHBIE MEXaHH3MBbl MOJKIIOYAIOTCA K YTUINTE KaK MOIYJH
pacmmpenusi. OCHOBHBIM YCIIOBMEM K MEXaHM3MaM IpeoOpa3oBaHUs SIBISETCS HCIOJIb30BaHUE
oOpaTHMBbIX aJrOPUTMOB, TaK KaK Ha 3Talleé YCTAaHOBKM B AKCIUIyaTHUPYEMYIO Cpely YTUIUTA

MPOU3BOIUT BAJIUIALIMIO CUHTAKCHCA TI0C]Ie 00paTHOIrO MpeoOpa3oBaHus TEKCTA.

Jlannast yrtwimra paspaborana B pamkax mnpoxykta CYB]l «Jatoba» kommanuein

000 «I"azunpopmcepBuCy.

3.7.1. YcTaHOBKa IpaB HA KaTaJI0rH

ITocne YCTAHOBKHU PACHIUPCHUSA AOIIOJIHUTCIIbHAA q)yHKL[I/IOHaJIBHOCTB C HUCIIOJB30BAHUECM

cHeualbHON yTUIUTHI Wplpgsql cTaHOBUTCS TOCTYITHOIA.
B karaiore /usr/jatoba-5 co3nmaiite 2 moakaTaiora:
- input;
— output.

JUidg KaramoroB o0s3aTeIbHO CIEAyeT YCTAaHOBUTH IpaBa JOCTyHa JUIs IOJIb30BATENs OT
UMEHH ¥ C T[paBaMH KoToporo Oyjaer mpoBoauTcs mnporenypa ob0dyckamuu. Ilpasa

yCTaHaBJIMBAIOTCS KoMaH 1011 B TepmuHaie OC OT Moiab30BaTelis «rooty:

chown postgres:postgres input
chown postgres:postgres output

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: fusr/jatoba-5

root@ubuntu: fusr/jatoba-5/bin# cd fusr/fjatoba-5/
root@ubuntu: fusr/jatoba-5# 1s -la

total 28

drwxr-xr-x root root 4096 Nov 26 ©5:81

drwxr-xr-x 15 root root 4096 Nov 25 08:86

drwxr-xr-x root root 4096 Nov 26 ©4:33

drwxr-xr-x root root 4096 Nov 26 06:33

drwxr-xr-x root root 4096 Nov 26 ©4:33

drwxr-xr-x root root 4096 Nov 26 05:01

drwxr-xr-x 9 root root 4096 Nov 25 08:87

root@ubuntu: fusr/jatoba-5# chown postgres:postgres input
root@ubuntu: fusr/jatoba-5# chown postgres:postgres output
root@ubuntu: fusrfjatoba-5# 1s -1

total 20

drwxr-xr-x root root 4096 Nov

drwxr-xr-x postgres postgres 4096 Nov

drwxr-xr-x root root 4096 Nov

drwxr-xr-x postgres postgres 4096 MNov

drwxr-xr-x root root 4096 Nov

root@ubuntu: jatoba-5#

Pucynok 3.33 — YcraHoBneHue npaB Ha JUPEKTOPUHU
3.7.2. llpouenypa odpyckanun
K IpUMEDY, VCXOJHBIN TEKCT COXpaHEH B daiine

5/output/jatoba_secret function.sql co cnemyromuM conep>KUMBIM:

CREATE OR REPLACE FUNCTION jatoba secret function ()
RETURNS text AS $$
BEGIN
RETURN 'secret text';
END;
$$ LANGUAGE plpgsqgl;

[+1 root@ubuntu: fusr/jatoba-5

GNU nano 4.8 jatoba secret function.sgl
OR REPLACE jatoba_secret_function()

RETURNS 55

Pucynoxk 3.34 — Mcxonnblii TEKCT coxpaHeH B (aiine /usr/jatoba-
5/output/jatoba_secret function.sql

/usr/jatoba-

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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@ [Ipouenypa

HampcaHa Ha  sA3blke  plpgsql, KOTOpBIA  MPUCYTCTBYET B
CYB/] «Jatoba» mo ymom4anuto.
[Iponenypa o0¢dyckanuu BBIMONHAETCS TNPH  HOMOINM  YTHIUTHL  «wplpgsqly,

pAacIooKeHHOM 10 myTH /ust/jatoba-5/bin.

Komanga o0¢yckanum uMeeT CUHTaKCHUC:

./wplpgsgl -i <path to input directory> -o <path to output
directory> -m file

C napameTpamu, NpUBEACHHBIMU B TabauLe 3.3.

Tabmuua 3.3 — [TapameTpbl KoMaHABI 00(yCKaIH

Ne ITapamerp 3HaueHne napamerpa

1 |-1 BXOJAIIAsl JUPEKTOPHS «Inpub»

2 | <path to input directory> I1yTb K nupekropuun

3 |-h XOCT NOAKIIOYEHHUS

4 |-p ITopT noaKIIrO4YeHNs

5 [-U [Tonp3oBarens mis noakaodeHus kK CYBJ]

6 |-d BJ1 moaxmroueHus

7 |-0 Hcexopsmas qupekTopust «output»

8 |-m Pexum paGotel. MimeeT nBa 3HaYeHHS:
— file — o6dyckanus B (aiine
— database — o0¢yckanus B BJ]

9 |-w He 3anpammuBaTh naposb

10 | -W 3anpoc napoJis

[Ipeobpa3oBaHre YUTAEMOTO UCXOTHOTO TEKCTa B (ailsl ¢ BHIIIOJIHEHUEM ITPEOOpa30BaHUS

B HEUUTAEMBIA TEKCT B PACCMAaTPUBAEMOM IIPUMEPE BBIIIOIHACTCS KOMaHIOU:

./wplpgsgl -i /usr/jatoba-5/input/ -h localhost -p 5432 -U
postgres -d postgres -o /usr/jatoba-5/output/ -m file -w

Ne u3MeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




32
643.72410666.00067-07 98 01-09

[+1 root@ubuntu: fusrfjatoba-5 ] =

postgres@ubuntu: fusr/jatoba-5/bin$ . /wplpgsql -i fusr/jatoba-5/input/ -h localh
ost -p 5432 -U postgres -d postgres -o fusr/jatoba-5foutput/ -m file -w

PL/pgSQL wrapping utility. Version 2.8.0

Successfully connected to:

Host = localhost Port = 5432 User = postgres Database = postgres

Source storage procedures in:

Directory = fusrfjatoba-5/input FileFilter = .sql
Destination storage procedures in:

Directory = fusr/fjatoba-5/output

No storage procedure filter.

Parsing file jatoba secret function.sql
postgres@ubuntu: fusr/jatoba-5/bin$s

Pucynok 3.35 — BemonHenue koManabl 00dycKanum

Yruiura:
- BO3bMET (PYHKIIHMIO U3 UCXOJHOTO KaTayiora /ust/jatoba-5/input/;
- npeobpa3yer TeKCT PYHKINU;

- npeobpa3oBaHHbIl  (alim ¢ TeM Ke  HAaWUMEHOBAHMEM  TIOMECTHT B

KOHEYHBIN/UCXOIAIUHN KaTajor /ust/jatoba-5/output/.

B pesynbrare mpeoOpaszoBanus coxaepkanue (aiina «jatoba secret function.sql» mmeer

CIEQYIOIINN BHIL:

CREATE OR REPLACE FUNCTION jatoba secret function ()
RETURNS text AS $$
CkJFRO10IA0gICAgQUKVUVVJIOICdAzZWNYZXQgdGV4dCc7CkVORDsKSS
LANGUAGE plspgsgl;

[+1 root@ubuntu: fusr/jatoba-5 @] = — O *

GNU nano 4.8 jatoba secret function.sgl
OR REPLACE jatoba_secret_function()
RETURNS SSMIAGCSQGSIb3DQEHA6CAMIACAQAXGGI tMIICKQIBADCCAVIWGgEOMROWGWY IKE

Pucynoxk 3.36 — Conepxanne npeoOpa3zoBaHHOTO daiina «jatoba secret function.sql»

@ Yrumura wplpgsql paboTaeT co BIOKCHHBIMH CTPYKTypaMH KaTaJlOroB —

peanu3oBaHa MoAAepKKa TAaKETHOTO IpeoOpa3oBaHus (aiiioB.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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3.7.3. Ilepemenene npeodpa3oBaHHOM (PYHKIMH B IPOMBIILJIEHHbINH CErMeHT
[lepemecTuTs momydeHHbIN (hailn «jatoba_secret function.sql» Ha sxcruryaTupyemyto b/l u
CKOMITWJIMPOBATh 3Ty (YHKIHIO, HCIIONb3Ysl CTaHAAPTHYIO YTHAUTY padoTsl ¢ BJl, BemomHuB

KoMaHAy B koHconu OC:

psgl -d postgres -h localhost -p 5432 -U postgres <
/usr/jatoba-5/output/jatoba secret function.sql

[+1 root@ubuntu: fusrfjatoba-5

postgres@ubuntu: fusr/jatoba-5/binS$ psql -d postgres -h localhost -p 5432 -U post

gres < jfusr/jatoba-5/output/jatoba_secret_function.sqgl
CREATE FUNCTION
postgres@ubuntu: fusr/jatoba-5/bin% [

Pucynok 3.37 — Komanna skcriopra

@ B skcrmmyatupyemoit BJ[ s skcmopra (GyHKIMH JOIDKHO OBITH YCTAHOBIICHO

pacmmpenue «plspgsql» (cm. m. 3.6.3).

B pesynbrare BeimonHeHus Ha 3kcruiyatupyemoil CYBJl B B/l «postgres» mnosiButcs

SKBUBAJICHTHASA (DYHKITHUS.

BeimonmHuTk 3anpoc k co3mpannoi pyakimu SQL-komanmoi:

select jatoba secret function();

[+1 root@ubuntu: fusrfjatoba-5

postgres@ubuntu: fusr/jatoba-5/binS psql -h localhost -p 5432 -d postgres -U post
gres

psql (15.5)

Type "help" for help.

postgres=# select jatoba secret function();
jatoba_secret_function

secret text
(1 row)

postgres=# [

Pucynoxk 3.38 — 3anpoc pyHkmmum

Pe3ynbpTaT COOTBETCTBYET OXKHIaeMOMY, QYHKIIHSI COXpaHHIa H3HAYAIBHYIO JIOTHKY.
Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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IIpoBepuTh  HMCXOOHBIM  TEKCT, KOTOPBIM  MOXKET  IIOJY4YHUTH

COOTBETCTBYIOLUIMMU PUBWIETUSAMU BbINIOJHUB SQL-xomany:

SELECT proname,prosrc from pg proc where
proname="'jatoba secret function';

root@ubuntu: fusrfjatoba-5

postgres=# select proname,prosrc from pg _proc where proname='jatoba secret function';

proname |

Pucynok 3.39 — IIpoBepka ucxoqHOro Tekcra

I10JIb30BAaTCJIb

C

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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4. COOBIIEHHUSA Ob OIINBKAX

4.1. Omudka ycTaHOBKH nakera «jatoba<ver>-plspgsql»

[Ipu BBINOIHEHUHM KOMAH/]Ibl YCTAHOBKHU NakeTa koMroHeHTa «PLsPgSQL»

apt—-get install jatoba<ver>-plspgsqgl

MOKCT BOBHUKHYTb omrnoKa YCTaHOBKHU.

1 root@ubuntu: /localrepo

root@ubuntu: /localrepo# apt-get install jatoba5-plspgsql

Reading package lists... Done

Building dependency tree

Reading state information... Done

Some packages could not be installed. This may mean that you have
requested an impossible situation or if you are using the unstable
distribution that some required packages have not yet been created
or been moved out of Incoming.

The following information may help to resolve the situation:

The following packages have unmet dependencies:
jatoba5-plspgsql : Depends: gis-cryptoplatforml? (== 1.7.3-4) but it is not goi
ng to be installed
E: Unable to correct problems, you have held broken packages.
root@ubuntu: /localrepo# I

Pucynok 4.1 — Ommbka ycTaHOBKH

D10 ommnobKa MMoCJICAOBATCIIbHOCTH YCTAHOBKHW KOMITIOHCHTA.

HcnpaButh ommOKy BO3MOXHO ycTaHoBKoW Oubmmorekn «Kpunrollnathopmay (gis-

cryptoplatform17), onucannoii B 1. 3.3 HacTOSAIIETO TOKyMEHTA.

4.2. Omudka 3anycka npujoxenns «Litoria Desktop 2»
Ommubka 3amycka npunokeHus: «Litoria Desktop 2» Bo3HHKaeT mpu MOMBITKE €T0 3aIycKa

N3 TCpMHHAJIA HC OT UMCHHU TCKYLICTO ITOJIb30BaATCIIA.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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[+1 admin1@ubuntu: ~

:~% su postgres
Password:
postgres@ubuntu: fhomefadminl$ cd fopt/GIS/litoria/
postgres@ubuntu: fopt/GIS/liteorias ./litoria
No protocol specified
gt.gpa.xcb: could not connect to display :0
gt.gpa.plugin: Could not load the Qt platform plugin "xcb" in
was found.
This application failed to start because no Qt platform plugin could be initiali
Zed. Reinstalling the application may fix this problem.

even though it

Available platform plugins are: xcb.

Aborted (core dumped)
postgres@ubuntu: /fopt/GIS/litorias I

Pucynox 4.2 — Ommbxa 3amycka

OmmbKa ycTpaHseTcs myTeM:
— BbIXOJ1a U3 Tekyulero ceanca B OC;
— aropusanuu B OC ot TpedyemMoro moan30BaTeNs;

KaK OMHUCAHO B 1. 3.5.2 HACTOSAIIEro JOKYMEHTa.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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HNEPEYEHb COKPAIIIEHUI

SQL - Structured Query Language — S3bIK CTPYKTYPHPOBaHHBIX 3aIIPOCOB
b/l — baza naHHbIX

CYBJ —  Cucrema ynpaBieHHs 0a3aMH TaHHBIX

JACY — JlaT4uK CcirydalHbIX YUCEI

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




38

643.72410666.00067-07 98 01-09

JIucr perucrpanuu u3sMeHeHUN

Howmepa nuctoB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
CTpaHHUu
aHHYIIHP (cTpanm)
B
OBAaHHBIX
JTOKYMEHTE

Howmep
JOKYMEHTa

Bxoasmuit
HOMEp
COITPOBOJUTE
JILHOTO
JOKYMEHTa U
JaTa

IToamuce

Hara

Ne u3MeHeHus:
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